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ABSTRACT 

 

ARTICLE INFO 

Technology has positive impacts on various aspects of our social life. Designing a 

globally connected architecture enables ease of access to a variety of resources and 

services. Furthermore, technology like the Internet has been a fertile ground for 

innovation and creativity. One such innovation is blockchain – a keystone of crypto 

currencies. The blockchain technology is presented as a game-changer for many existing 

and emerging technologies. With its immutability property and decentralized 

architecture, it is taking center stage in many services as an equalization factor to the 

current parity between consumers and large corporations/governments. One future 

application of the blockchain is in e-voting. The objective of such a scheme would be to 

provide a decentralized architecture to run and support a voting scheme that is open, 

fair, and independently verifiable. In this paper, we propose a potential new e-voting 

protocol that utilizes the blockchain as a transparent ballot box. The protocol has been 

designed to achieve fundamental e-voting properties as well as offer a degree of 

decentralization and allow for the voter to change/update their vote (within the 

permissible voting period). This paper highlights the pros and cons of using blockchain 

for such a proposal from a practical point view in both development/deployment and 

usage contexts. 

 

Keywords: online voting, blockchain, crypto currency, Decentralized network, 

Cryptography, End to end verification. 

Article History 

Received: 30
th 

April  2021 

Received in revised form : 

30
th 

April 2021 

Accepted: 3
rd 

May 2021 

Published online : 

4
th 

May 2021 

 

 
I. INTRODUCTION 

 

Voting plays an important role in constructing a democratic 

society. The traditional voting requires voters to cast in 

appointed polling stations, which usually involves 

enormous expenditure on time and cost budget. E-voting, a 

new substantial online voting system which is structured on 

cryptography technique, has been gradually implemented 

and emphasised by people. The system supports full-

function online voting by general household devices, and 

the entire polling results will be counted automatically and 

anonymously. Compared with traditional voting, electronic 

voting is a more economic system addresses on 

transparency and impartiality. As e-voting system mainly 

relies on the internet platform.  

 

The crucial challenge for e-voting is the significant security 

risks it might cause. In order to reduce risks, in the past 40 

years, various protocols related to the ballot-privacy, 

individual verifiability, eligibility, completeness, fairness, 

uniqueness, robustness, universal verifiability and receipt-

freeness have been widely proposed. Besides, the published 

protocols have implemented a variety of technologies, such 

as blind signature, ring signature, homomorphic encryption, 

Mix-Net, zero knowledge proof, etc In particular, the 

application of e-voting in digital currency has become 

gradually maturity nowadays. Based on the common 

security requirements of participants, this paper proposed a 

blockchain-based protocol associated with the priorities of 

the ballot-privacy, verifiability, eligibility, completeness, 

uniqueness, robustness, and coercion- resistance. 

 

Problem Statement: 

To build a secure voting system, this will overcome 

challenges of current EVM, based voting system and offers 

fairness, transparency as well as flexibility. 

 

II. LITERATURE SURVEY 
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1. Title: Blockchain Based E-Voting System IEEE 

International Conference On Cloud Computing,Iceland, 

2018 Author: Fridrik P. Hjalmarsson, Gunnlangur 

Description: Blockchain-based e- voting system that uses 

“Permissioned Blockchain”. Cost efficient election while 

guaranteeing voter‟s privacy.  

 

2. Title: Towards Secure E-Voting Using Ethereum 

Blockchain IEEE, Turkey,2018 Author: Ali Kaan, Emre 

Yavuz  

Description: Integrating online election with Ethereum 

Blockchain Platform. Succeeded in moving e-voting to 

blockchain platform and addressed issues that legacy e- 

voting system by Using power of Ethereum network.  

 

3. Title: A Proposal Of Blockchain- Based Electronic 

Voting System IEEE, Japan, 2018 Author: Cosmas Krisna 

Adiputra, Rikard Hjor  

Description: Combine the idea of double envelope 

encryption and blockchain technology. Used blockchain for 

electronic voting system.  

 

4. Title: Blockchain-Enabled E-Voting IEEE, Korea, 2018e 

Author: Nir Kshetri, Jeffrey Voas  

Description: Used digital currency(coin) analogy for casting 

a vote. Addresses voter tampering, promote more voter 

participation, greater transparency and security.  

 

5. Title: Blockchain Technology Innovations IEEE, USA, 

20 Author: Tareq Ahram, Arman Sargolzaei  

Description: Application of blockchain in various fields. 

Identified blockchain as a catalyst for emerging use cases in 

financial and non-financial industries. 

 

III. PROPOSED SYSTEM 

 

 
Fig 1. E Voting System Architecture 

 

A. Description: 

 
Proposed system is an internet voting system. We provide 

an online platform for voting i.e a website. Propose system 

three parts as Voter, Election Administrator and Election 

Process. 

 

A) Voter : Voter is the main part of the system which 

participate in the election process. He register himself in 

system by giving his personal information.  

 

B) Election Administrator : To manage all the data coming 

from voter during registration.  

 

C) and election process, election administrator has worked. 

Also it generate public and private keys for voters. It is 

nothing but python packages.  

 

D) Election Process : In this process voter select the 

candidate to vote and give his vote for selected candidate. 

 

B. Mathematical Model 

 

System Description: RSA algorithm is a kind of asymmetric 

cryptographic algorithm which is used to encrypt and 

decrypt the messages. Its security is based on the difficulty 

of large integer decomposition. There are many 

implementations in reality.  

 

The specific algorithm can be described as follows.  

1. Choose two different large prime numbers.  

2. Define n = pq, (n) = (p 1)(q 1).  

3. Choose e [0, (n) 1].  

4. Calculate the modular multiplicative inverse of (n) as d 

which ensures ed = 1 mod (n).  

5. Define e, n as public key and p, q, d as private key Where,  

Decryption: Give the ciphertext y, compute x = y mod n to 

encrypt the message by using the private key (p, q, d).  

 

Constraint: Constraint C = User should login to the system 

for voting  

Function: Success Conditions: Successfully transaction of 

vote. 

 

IV. CONCLUSION 

 

Blockchain Technology is gaining popularity day by day. 

Using blockchain in voting system will help to achieve 

secure and cost-efficient election while guaranteeing voter‟s 

privacy. Also, due to the encryption mechanism, it is 

impossible for any person to gain access to all the votes 

without first taking control of the entire service network. 
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